	National Credit Regulator –Registration of Credit Bureau’s (CB)

	Section 43(3)(a) 

Maintains and imposes appropriate qualification, competence, knowledge and Experience requirements for its employees and contractors.

	Qualification
	Appropriate Qualifications for Roles

	Competence
	Performance Measurement (KPA’s and KPI’s.)

	Knowledge
	Training and Continuous education.

	Experience
	Appropriate Experience for Roles

	· Obtain a High level Organogram of the Organisation. Including CEO, and the 1st  level of Senior Management.

· Also obtain the following information of the CEO and1st level of  Senior Management:
· Name of Employee.
· Position in Organisation.
· Qualifications.
· Experience (Number of month, years in current role and similar role).

· Determine if the Qualifications and Experience are relevant for the specific Position as indicated on the Organogram.

· How many Contractors/Outsourced Service Providers is the Organisation using?
· In which areas is the Organisation using Contractors/Outsourced Service Providers?

· Identify the Key areas
· Obtain the SLA with the Key Contractors/Outsourced Service Providers. If no SLA exist determine the Qualifications, Experience/Knowledge and Competence of the Contractors/Outsourced Service Providers in the Key areas?

	Section 43(3)(b)
Has sufficient human, financial and operational resources to enable it to function efficiently and to carry out effectively its functions OR presents a credible plan to acquire or develop those resources.

	Human
	

	· Obtain the Number of Staff employed (Permanent and Outsourced Service Providers)
· Obtain the Number of Staff members per area in organisation?

· What is the number of approved staff members per area and what is the actual compliment and vacancies in that area.
· Obtain the main HR Policies and procedures:
· Code of Conduct and Disciplinary code

· Performance Management

· Is Confidentiality part of the HR Policies and Procedures?
· How is conflict of interest dealt with? (e.g. Director of Credit Bureau also a director of credit provider)

· Does the Organisation have a Call Centre? If Yes Visit the call centre and determine the following: 
· Staff in call centre

· Calls per day

· Capacity to handle call volumes.
· What are the value and percentage of turnover of the Training Budget?

· How are the Employees and Contractors trained on the National Credit Act?

	Financial
	

	· Obtain the last Audited Financial Statements
· Obtain the previous 3 Months Management accounts (Only if Audited Financial Statements are not available or where the Organisation has been loss making).
· Obtain the latest External Audit Management letter (If applicable).
· Obtain the latest Internal Audit submission to the Main Audit Committee (If Applicable).
· Obtain any Due Diligence/Limited assurance report by external parties that was issued the past 12 months (If applicable).
· Are there sources of Revenue that might conflict with the business of a Credit Bureau e.g. are the Credit Bureau also:
· A Credit Provider

· A Debt Collection Agency

· An Alternative Dispute Resolution Agent

· A Credit Repair Agency.

	Operational
	

	· Determine the Applicants Process to manage Corporate Governance - Committee structures e.g. Audit Committee, Risk Committee, Non- Executive Board members etc. 

· Is the Infrastructure adequate for the business e.g.

· Fixed Business address.

· Communication facilities available (Telephone, Fax, Copying etc)

· Obtain a copy of the Procedures that deal with the following:

· Acceptance of filing of Consumer Credit Information

· Accuracy of Consumer Credit Information

· Retention of Consumer Credit Information
· Maintenance of Consumer Credit Information 

· Expunge of records that are not permitted
· Scrutinise procedures to determine the adequacy of procedures (High level scrutiny) 
· Determine who will be responsible for the Accounting and Reporting in terms of the National Credit Act. (Only if not clarified in the Application).
· Determine who will be responsible for the Compliance with the National Credit Act (Only if not clarified in the Application).
· Obtain the following information on current Litigation against the Organisation:

· Type, Number and Value of cases. 
· Obtain the IT Management structure in the Organisation.

· Do they have an Information Security Policy?

· Are there specific people that manage Data (Receiving and Giving) in the Organisation.

· Do they run Exception reports on a monthly basis? Obtain a list of the Exception reports.

· Do they have a Disaster Recovery Plan for IT - Obtain a copy.

· Inspect the information security policies (‘Policies’) established by the CB and identify  the  IT controls designed by management in the Policies to prevent:

· Unauthorised Physical and logical access by CB employees and all third parties, including outsourced service organisation, to consumer credit information;
·  Unlawful access to  consumer credit information by any third party and 
· Unlawful distribution of consumer credit information in terms of the NCA. 

· Identify if the control is operating as defined in the Policies.
· Through interviews with CB management and inspection of their Policies, confirm that the CB has established formal access policies and procedures for all third party (client) access to its systems.
· Identify and report on the destruction policies and procedures of the consumer credit information received by the CB.
· Obtain a declaration of cloud service providers used by the CB and for each cloud service provider report on the following:

· Geographical location of the servers used by the cloud service provider to render services to the CB and

· Encryption protocols over consumer credit information at rest and in transit with the cloud provider.
· Obtain and inspect the Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP) of the CB and report on the following:

· The controls identified in the BCP and CB to backup, recover and provide availability of consumer credit information;
· Off-site backup locations used by the CB and 
· The extent to which the BCP and DRP has been tested by the CB for operating effectiveness.

· Encryption protocols over consumer credit information which is backed up.
· Obtain and inspect suitable IS documentation and report on the nature of the following security systems and applications, which has been implemented by the CB, and the extent to which the latest updates was performed on identified systems and applications:
· Intrusion detection mechanisms;
· Anti-Malware software;
· Firewalls (software and hardware devices) and

· Encryption protocols over consumer credit information at rest and in transit 
· Suppliers and Users of Data:
· Where is the Consumer Credit Information filed/stored?
· Are there formal contracts with Suppliers and Users of Data?

· Can the Organisation terminate the services?

· How many times have the Organisation terminated Services.

· What are the procedures to monitor compliance?


	Section 43(3)c 

Adopted procedures to ensure that questions, concerns and complaints of consumers or credit providers are treated equitably and consistently in a timely, efficient and courteous manner OR present a plan to acquire or develop those procedures.

	· Who is responsible for ensuring that questions, concerns and complaints of consumers or credit providers are treated equitably and consistently in a timely, efficient and courteous manner (Client Interface)?

· How long has this person been responsible for the Client Interface?

· What experience does this person have in this area?

· Obtain Policy and Procedures for handling questions, concerns and complaints of consumers or credit providers.

· When last was the Policy and Procedures updated?

· What are the Capacity of the Organisation to handle questions, concerns and complaints?

· Are the areas of timeliness, efficiency and being courteous covered in the Policy and Procedures?
· Does the Organisation have a Call Centre?

· Do they have a register of all the calls received?

· What is the number of calls received per day, week, month? 

· How efficient are the Call centre Handling calls (e.g. All calls handled no missed or dropped calls)? 

· What are the turnaround time on Enquiries?

· If no call centre exists, how are the calls handled?

	Section 43(3)d

Registered with South African Revenue Services

	· Obtain the following TAX numbers from the applying Organisation:

· Income Tax and
· VAT
· Verify that the numbers are valid and current.

	Section 43(4)

A person may not be registered as a credit bureau if any person who has a controlling interest in the applicant is:
a) a credit provider

b) a debt collection agency

c) a person who conducts any disqualified business.

NB: Section 46 (1) A natural person may not be registered as a credit bureau.



	· Obtain the shareholding particulars of the Organisation applying for registration from the CEO or from the Secretariat department.

· Determine if any of the shareholders are either a credit provider or a debt collection Organisation?

· If yes: 

· What is the Shareholding percentage?

· Does the Shareholding constitute a controlling interest (More than 50%)?

· Determine if the Applicant control any of the following types of businesses as part of their Group’s business activities :

· credit provider

· a debt collection agency


